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Remote Desktop (RDP) access via gateway in Windows

When you want to use the Remote Desktop protocol (RDP) to access your Windows office computer,
please send an email request to the ICT helpdesk (helpdesk@Physics.LeidenUniv.nl) and provide us
with the name of the computer you want to access remotely. We must grant you remote access rights
on that specific computer before RDP will work.

Note: For this to work, you need to have the DUO Mobile app installed on your smart phone and
enable the Push option.

To set up RDP from a remote computer running Windows:

Start the Remote Desktop app on your Windows computer

%> Remote Desktop Connection — *

| Remote Desktop
"¢ Connection

Computer: |Example: computer fabrikiam .com e

Username:  Mone specified

The computer name field is blank. Enter a full remote computer
name.

¥ | Show Options Help

Click on Show Options
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& Remote Desktop Connection —

| Remote Desktop
»¢) Connection

General Display Local Resources Experience  Advanced

Logon settings
F L Erter the name of the remote computer.
|
Computer: smg & physics leidenuniv.nl v

Username:  physics®kuvenhoven|

You will be asked for credentials when you connect.

[] Mlow me to save credentials

Connection settings

Save the cument connection settings to an ROP file ar open a
| saved connection.

Save Save As.. Open...

(& Hide Options Help

=

As above, fill in the full computer name you want to access (including .physics.leiaenuniv.nl), and your

user name preceded by the domain name physics\.

Click on the Display tab and select Use all my monitors for remote session.
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| Remote Desktop
“>¢) Connection

General Display Local Resources Experience Advanced

Display configuration

Choose the size of your remote desktop. Drag the slider all the
way to the right to use the full screen.

Small Lange

Full Screen

B Use all my monitors for the remote session

Colors
. Choose the color depth of the remote session.

Highest Quality (32 bit) L

B Display the connection bar when | use the full screen

[ = Hide Options Connect Help

(% 4

Click on the tab Advanced.
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| Remote Desktop
»¢) Connection

General Display Local Resources Experience Advanced

Server authentication

J Server authentication verfies that you are connecting to the
EE intended remote computer. The strength of the verfication
required to connect is determined by vour system security
policy.

ff server authentication fails:
Wam me w

Connect from anywhere
iy,

Configure settings to connect through Remote Desktop

) Gateway when | am working remotehy.
LT

Settings...

Iser authentication

E: [ Use a web account to sign in to the remote computer
ay

{4 Hide Options Connect Help

Click on Settings in the box Connect from anywhere.
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-

B RD Gateway Server Settings *

| Remote Desktop
“>»¢) Connection

Connection settings
() Automatically detect RD Gateway server settings

0 Use these RD Gateway server settings:

Server name: rdp physics leidenuniv.nl

Logon method: Asl for password -

[ | Bypass RD Gateway server for local addresses

() Do not use an RD Gateway server

Logon settings
User name: Mone specified

You will be asked for credentials when you connect to this RD
Gateway server.

B Us= my RD Gateway credentials for the remaote computer

Cancel

Fill in everything as above and click on OK.

Click on the tab General.

%% Remote Desktop Connection — b

| Remote Desktop
“»¢) Connection

General Digplay Local Resources  Experence Advanced

Logon settings
P L Enter the name of the remote computer.
L=

Computer: amg 06 physics leidenuniv nl -

Username:  physics‘kuvenhoven

ou will be asked for credentials when you connect.

[ Allow me to save credentials

Connection settings

Save the cument connection settings to an RDP file or open a
| saved connection.

Save Save As.. Open...

[ = Hide Options Connect Help
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Click on Save As... in the Connection settings box.

Enter a sensible name (like your computer name) and save this configuration file to your Desktop.

slluleivisisls

To start the Remote Desktop session, double click the icon on your desktop and click on Connect.

& Remote Desktop Connection *

ﬁ The publisher of this remote connection can't be identified. Do you want to connect
S anyway?

This remote connection could ham your local or remote computer. Do not connect unless you know where
this connection came from or have used it before.

Publisher: Unknown publisher

“f} Type: Remote Desktiop Connection
Remaote computer: smg 06 physics leidenuniv nl
Gateway server: rdp physics leidenuniv nl

B Don't ask me again for connections to this computer

= Show Details Cancel

Check the box Don't ask me again for connections to this computer, and click on Connect.

The next window only appears when connecting from outside the physics network (e.g. when
connecting from home):

o X

1= Windows Security

RD Gateway Server Credentials

Type your user name and password to connect to
rdp.physics.leidenuniv.nl

physics\kuyvenhoven

Domain: physics

https://helpdesk.strw.leidenuniv.nl/wiki/ Printed on 2025/10/08 09:51



https://helpdesk.strw.leidenuniv.nl/wiki/lib/exe/detail.php?id=general%3Awindows_desktop_gateway&media=general:picture7.png
https://helpdesk.strw.leidenuniv.nl/wiki/lib/exe/detail.php?id=general%3Awindows_desktop_gateway&media=general:picture9.png
https://helpdesk.strw.leidenuniv.nl/wiki/lib/exe/detail.php?id=general%3Awindows_desktop_gateway&media=general:picture9.png

2025/10/08 09:51 717 Remote Desktop (RDP) access via gateway in Windows

Fill in your physics\username and password.

Click on OK and you will receive a push message in the DUO Mobile app on your phone. If it does not
pop up automatically, please open the DUO Mobile app manually.

Click the green Accept button in your DUO Mobile app.

On your computer, a login window briefly appears, followed by the DUO window. In this window, click
on Send Push.

You will get another Duo push message on your phone. Clicking on Accept again should start your
Remote Desktop session.
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