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VPN Connection LION with DUO from
Windows

Open Control Panel by typing control panel in the search bar
Open the Network and Sharing Center
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? Set Up a Connection or Network

Choose a connection option

s X

R

Connect to the Internet
Set up a broadband or dial-up connection to the Internet

Set up a new network

"..\l_.—t up a new ro JLET O aCCEess PO,

Connect to a workplace
Set up a dial-up or VPN connection to your work
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— X

& [im Connect to a Workplace
How do you want to connect?

—> Use my Internet connection (VPN)

Connect using a virtual private network (VPN) connection through the Internet,

N @ P

—> Dial directly

Connect directly to a phone number without going through the Internet.

Cancel
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& X
o E Connect to a Workplace
|
Type the Internet address to connect to
Your network administrator can give you this address.
, Internet address: vpn.physics.leidenuniv.nl
Destination name: VPN Connection LICN|
[ Use a smart card
[1 Remember my credentials
@ [ ] Allow other people to use this connection
This option allows anyone with access to this computer to use this connection.
Create Cancel
| B8 Mcbwort: avid Shoiireg Certer - O X
= o ;E * Controli Panel ¢ A8 Combrod Panel ltemns + Metwork and Shering Center w B ol Panel & ]
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5 VPN Connection LION Properties X

General QOptions Security Networking Sharing

Host name or |IP address of destination (such as microsoft.com or
157.54.0.1 or Ife:1234::1111):

vpn physics leidenuniv nl

First connect

Windows can first connect to a public netwark, such as the
Intemet, before trying to establish this vitual connection.

Dial another connection first:

Privacy statement
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3 LION-VPN Properties X

General Options Security Networking Sharing

T_ype of VPN:

Layer 2 Tunneing Protocol with IPsec (L2TP/IPsec) g

Data encryption:

]_9?“_"_'1?'_ encryption (connect even if no encryption) =
Authentication

() Use Extensible Authentication Protocol (EAP)

Properties
(®) Allow these protocols

| Unencrypted password (PAFP)
Challenge Handshake Authentication Protocal (CHAP)
Microsoft CHAP Version 2 (MS-CHAP v2)

Automatically use my Windows logon name and
password (and domain, if any)
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Advanced Properties X
LITP

(@) Use preshared key for authentication
Key: ttttt:r.:tl

() Use certificate for authenticatior

Verify the Name and Usage attributes of the server's certificate
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Physics.LeidenUniv.nl
@ Connected

O-ZJ VPN Connection LION

Network & Internet settings

Lnange settings, such as m

Windows Security

Sign In

‘ kuyvenhoven

OK

| The user name or password is incorrect.

Cancel
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