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Data

We denote several types of data in the compute environment of the scientific systems:

» Science generated: New information generated by lab experiments or theoretical calculations
form the basis for the scientific output of the university. This unique type of data should be
stored on highly save media and kept available for at least 10 years (data management
requirement).

e Science data from elsewhere: Often data is shared between institutes, where the above
requirement should be fulfilled by the institute that generated the data. The institute that
receives the data has no obligation wit regard to data management, but has an obligation to the
users of the data.

e Science data intermediate products: While performing scientific analysis many
intermediate products are created. These products can always (at certain costs) be recreated
from the original data and associated software/scripts. This type of data can be denoted as
scratch data for which low reliability hold.

e Science publication data: These final products are the scientifica output from the university
and should be kept available for at least 10 years (data management requirement).

o Office management information: These data are personnel or personal data for which high
security and high reliability are standard. The information is usually enclosed in database
format. In addition software to access and manipulate this data shuld also be treated with high
security and high reliability.

¢ System management information: This type of information is sensitive as it describes in
detail the institute facilities for which many levels of security and reliability should be in place.
In addition the access and manipulation tools should be highly secure.

Classification

Data type Classification
Science generated Restricted
Science data from elsewhere Public

Science data intermediate products/Public

Science publication data Public

Office management information Private
System management information |Private

Current situation

Computer Documentation Wiki - https://helpdesk.physics.leidenuniv.nl/wiki/


https://helpdesk.physics.leidenuniv.nl/wiki/doku.php?id=policies:security:classificationguidelines

Last update:

2018/01/10 14:53 policies:security:data https://helpdesk.physics.leidenuniv.nl/wiki/doku.php?id=policies:security:data&rev=1515595998

capacity latency  1OPS I ehp [ Larity liabilty EREREY Ue aciessibity
raw diensity ramndom Apguential
Desktop RAM Fow GB medium  nancser huge  hgh wory high  law high high v
o5/ scratch rundreds GB high micrn sec medium high high medium merdiiem mindiusm law
permanent zeweral TR high milk s=c  mesdium high medum high meediem meedium mediurm
LY WiW's server seweral TR high mikcro sec huge huge high ~wery high high/medium  high law
home wegeral TB high microses huge  huge wery high wewy high high/mediurn  very high  low
____________ spplcationfiroup tams T ____high mitro sec lange  medium ___high very high medivm ____medium _medium_|
Compuie servers  O5fscratch Fundreds GB high miro sec huge hauga hilgh madium highfmeedium  medium o
pormansent trns TE veryhigh milksec  huge  huge madum  wery high highy/'meedium _ |ow high
Cluster 05 scradch 200GE high mikcro sec medium medum high medium meadism meedium law
peErmanent tens TH very fiigh milisec  huge huge mediun high mediem medium high
Mearlime Faundreds TH high milE ser  misdiumn Paige Fnedium high medium rediam mediurn
il - lis Fuindreds TE hige ik seer el e R e e msediiem Mo low high
aff-line hundreds T8 hugo g small  small b nigh mxiremely low
Archive an-line marta-data (few TE high mirosec high miedium medim maedium meediem medium law
data tens TR huge e mesdium =mall fowd ey high mediomTow  |ow high
aff-line data Fundred: T huge sEC small Einy law snfremely Aigh extremely low

From:
https://helpdesk.physics.leidenuniv.nl/wiki/ - Computer Documentation Wiki

Permanent link:
https://helpdesk.physics.leidenuniv.nl/wiki/doku.php?id=policies:security:data&rev=1515595998

Last update: 2018/01/10 14:53

https://helpdesk.physics.leidenuniv.nl/wiki/ Printed on 2025/11/05 02:08


https://helpdesk.physics.leidenuniv.nl/wiki/lib/exe/detail.php?id=policies%3Asecurity%3Adata&media=policies:security:storage-new.jpg
https://helpdesk.physics.leidenuniv.nl/wiki/
https://helpdesk.physics.leidenuniv.nl/wiki/doku.php?id=policies:security:data&rev=1515595998

	Data
	Classification
	Current situation


