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Setup key based login from Putty

Before we can use key based login, we first need to create a private/public key set. This is done by
the program PuTTYgen. Open this program:

g PuTTY Key Generator ? p
File Key Conversions Help
Key
No key
Achons
Generate a pubic/prvate key pair Generala
Load an existing prvale key file Load
Save the generated key ave publhc key
Paramelers
Type of key o generale
(_JRSA () DSA ®) ECDSA (L) Ed25519 _)SSH-1(RSA)
Curve to use for generating this key nistp256 i

and hit the 'Generate'key. You will have to move your mouse around as this will help randomness in
the creation of the key pair. Once the keys have been created you need to save each key in its own
file.
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|5' PuTTY Key Generator S
| File Key Conversions Help

Key

Public key for pasting inte OpenS5H authonzed_keys file

Ky fingesprint ssh-rsa 2048 o ffa Bde 1811851 eada 55 d7 9atds
Key comment rsa-key-20190708
Kay passphrasa: .

Confirn passphrase

Aclions
Gangrata 3 public/privata key pair Gangrale
Load an emsing private kay fla Load
Save the ganerated key Save public key Save private key
Pammaters

Type of kay to genarate:
() S5H-1 (RSA) () S5H-2 RSA () 55H2 DSA

Mumber of bits in & generated key: 2048 |

Make sure to use sensible file names for the two key files. The private key is automatically appended
with the .ppk extension, while the public key does not need an extension.

(]

To make PuTTY aware of the private key, go to tab SSH / AUTH and use the Browse button to select
the file in which you have previously saved the private key (usually extension .ppk).

&2 PUTTY Configuration »
Category
Keyboard -~ Options controlling S5H authentication
Bell
Featwes DEypa!s aulhene abion enbirely (S5H-2 only)
=-Window [#] Display pre-suthentication bannar (S5H-2 only)
Appearance
Behaviour Authertication methods
:rzllnslabon [+] Amempt authentication using Pagean
oy [] Asempt TIS or CryploCard auth (SSH-1)
= Connactan [+] Azempt “keyboard-interactive® auth (SSH-2)
E'::::F Autheriticalion paramelers
Telnet [] Asow agent farwarding
Riogin [C] Alow attempted changes of usemame in S5H-2
T SS:‘ Prvate key file lor authenlication
ex .
Cipher |I3 Wsar: leskioplinternefmy_putty_pr | Browse...
GS5AP
TTY
m
Tunnals
Bugs
More bugs -
About Open Cancel

Finally, we need to tell PuTTY to use a particular account name for accessing the public key (which we
still need to upload). So go to tab Connection / DATA and fill in your ULCN account name in the 'Auto-
login username' box.
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ﬂ PUTTY Configuration A

Category
Ball A Diata to sand to the sener
Feahmas
- Window
| Appearance Auto-login usemame
Behawiour
Tramnalaton
Selection
Colours Teminal detaila
—-Connaction
Data Temmmnak-type sinng abarm |
Proxy
Teinet
Riagin Ervironment vanables
=+ 85H i
Keax Vanable | Add
Ciphsar i
. Auith Valus
GESARM s =
Y 1
N
Tunnels
Bugs
Maore bugs
Sanal e

o cace

Login details

When username is nol specified
@ Prompt () Use syslem usemame ‘=

Temrmnal speeds [38400,38400

| Remave |

After all these changes, make sure to save the setting: go to Session and click the Save button.

We still need to copy the public key to the server. Use Wordpad to open your public key file and select

the text part. In this case from 'AAA' to '==". Use CTRL-C to copy.

scdpa-atal -martplid
nn §

i
[

% L]

Open the login session to the server (you still have to provide your password), then go to the .ssh
directory and edit the authorized keys file using an editor (e.g. vi) and paste in the copied text from
the public file. Make sure the pasted text is one line! Perpend that line with ssh-rsa (the default key
type from puttygen) and save the file.
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# breestrw leidenunioni - PuTTY

Once the authorized key file is saved, you can login without typing your password/2fa code.
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