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Sterrewacht Leiden / Leiden Observatory

*THINK before you click**, beware of phishing emails!

A phishing email is an email that looks like originating from a reputable institution and that usually
contains a request to click on a link to confirm/modify etc.. one's credentials. In fact this link will bring
you to a malicious website that will steel your credentials when you naively insert them.

Here is a short guide on how to avoid being fooled by this type of scams.

* Always be very suspicious of any emails you receive from trusted entities like the university,
your bank etc...

* Do NOT click on any links given via email. banks etc know better than to send such a link; you
will probably have bookmarked the site of your bank anyway.

« If you really think the email is legitimate, do NOT click on the link but rather write yourself the
link URL in the address bar of your browser, or use a saved bookmark for that site. And while
you do so, be aware that a deceptive malicious URL might be e.qg. leidneunv.nl' instead of the
correct one "leidenuniv.nl'.

e Serious institutions (including ours) will never ask you for your credentials. After all, your
account is an integral part of your work here, so we don't need you to 'revalidate’, 'upgrade' or
any such nonsense!

e Look out for common phishing language in your emails, e.g. verify your account, confirm your
password, etc...

e Whenever you insert any credentials in your browser, always use https and always check the
information of the SSL certificate by clicking on the padlock at the beginning of the URL.

e Change your credentials on a regular basis. On our workstations you can do so using the
command “passwd'.

e Contact us if in doubt.

Policies

e When you are new at the Observatory
When you leave the Observatory
University Self Service

Security Policy

Data management

Disk quota

e Travel Insurance Policy
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Desktop computers

e Your desktop

Computer acquisitions

SFINX environment

Fedora news, issues, known problems, and workarounds Fedora 35 edition
Fedora news, issues, known problems, and workarounds Fedora 37 edition

Software

e Software introductions

¢ General Linux software

Astronomical software

Mathematical software

Software menu || Software categories
LElletter

Access

e Two Factor authentication
e Remote access

Wireless access

Account & password policy
Password expiration

e Anonymous FTP

Servers, clusters, storage

e Virtual Desktop Server for bachelor and master students
e STRW Storage Environment
e WinClient - terminal services

Programming

e Compilers
* Program Editors and IDEs
e Working with Python

Devices

e External disks (USB disks, USB sticks, firewire, ...)
e DVD writing
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e Printing | Printing from laptops | Poster printing
e Copier as scanner | Scanner (room 511a)
e Beamer setup (room 414)

Services

Email

Webmail

Personal web pages
o Web page options, .htaccess file
o PHP

Mailman mailinglists

Video Conferencing

hybrid meetings

Operating Systems

e Linux
e Windows
e MAC OS X
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